TR ETT-16-FEIE FH P4 RIR BB -VPN

1.1 BT Mgt
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%, NMERZLREXELLEMH
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Ei  #5IH T VPN A , VPN BEERER Internet M EEHNRE
Mg, LI SERF D IAMRELE |

BRTHE., 2. KARRE,

1. 1.2 BREAMENA

VPN ( €% Virtual Private Network ) EIlERAML , 2K ISP FIE MY
NSP , EAHMNEHETEFHAREIREEESMEIIRA ;

LA Z BEENASELZ ERERTENEIEEREERS.

£ VPN hEERRZEREREAREERENAMHENREIRAEERE , M
R RAEMNEBRIRNSEHMAY |

] LARRE ABIE AR B E R AR E L HEIER & DRI H R EMNE REF
e RBIRIELRA ;

FTiB M RIEATER AL MAKIENELE , MEfRA Tt Internet
RLI,

AT ETIERE VPN #2 , MR- MBREEHITIRE

(J #}
UTT 3640
Seseeeseseiaeaes P TR, Tt
. WVPN = @
“Intemet —— WRAR




1. 1.3 BT HMEEH

VPN IEERT AR AREMNITERF (HE. RE ) , 280D M |, /i
BIEKERENBESFATNE CHRTRBMEZE ;

EU A ENREERRERRBENERE  HRAENNEZEZ2ERMWSHE ;
T iz TR AR LUERAR BB AR EEM AL IEE XA SR,

i - - s

Business partner -
with a Cisco router «— IPsec - o

s eter

B : Concentrator

Main Site

PIX

Firessall
Regional oﬁ' ice with POP J
a PIX Firewall \ -
N Mobile worker with a
_ Cisco VPN Client
SOHO with a Cisco ! ‘0 on a laptop computer Corporate
ISDN or DSL router A

N EFAE MBI SBER
. B2HES
Eimim AR . EIMLE. SIEKE. HNESQERERZ AR A EAYER |
PRI EIRC IR =M.
X3 FLIEB FEHFHEMNESERNENMEEIEE.
- TERIRER
MAAEMBHITEERENR , W TUAERNARNERTEDSNG, HE

ARFOW Sk,
o XI5

X¥FHE VPN BREEAEE. (EUEcrBsEA | E%iRE A IE R



. TRt
T VPN 5815 LR , MEMBRREISIERT S, R VPN K98
Z,
1.1.4 BRIEHAMKSR
01 #R#E VPN i B FRi#{T4%
. HEREEAESEE VPN
EEBNEMEEMBASEHEEER MPLS VPN ;
BT WTIE SRR VPN SLRSTMRBSZNAEDNBEER ;
VPN RXNEEERE.

Do

- IATEEKIREE VPN

EEBMPLS VPNSE

BAWAREEEET Internet FRIERY vpn WML , EILHIE IPsev VPN, GRE
VPN, L2TP VPN, SSL VPN
I B 2WE VPN MEZi1gsE | BEB SR VPN NE | SLILE EBFI 2 32 A989

B, HEREERTHLEEER

[j . - ]D
( 0
S8

2286

02 1R#E VPN Apj5 ot A E# 785

 i=fEihE VPN



XfAXEAFHERTIKEEN VPN AR, RITLUERES Internet
ROt S EBET LA VPN 8N iA RNl &R E,

BEENXAAE  SSL VPN, L2TP VPN

X

o UhmzZId@ VPN

-

XML NEEATEWANBENEBRIELR ; flandIlay o STIEEIEIEER ;

2 N2KAE : MPLS VPN, IPsec VPN

&n

03 {R#E VPN LML EXE{TEH S
« RIAE VPN : SSL VPN
o MIZE VPN : IPsec VPN, GRE VPN

o $HEBRE VPN : L2TP2 VPN, PPTP VPN

1.2 BHREHAMEER

1.2.1 MEERBEERAR

VPN BARME AR REBE TR 2BNBERA ;

BT KR /MO E—RE , M A 3553 B iR EEN , FAEE,
WFREMS  MEEE ;

BOERARE ST EXHE MR BT | FIBANE L BNEIREHEE |

PNITE12% 56 i NEe= R E X T

, mlﬂh‘aﬁ B oy ][_\_I

| moamE | nE | ( D mem [ mamE |
BRI | Auae ' =

N EEBFE BRI R AR BN —mE TR | SEENEEEA N L&

W, ERRES TR



MTISEI T #IRRIR £ 1845,
pEiE N IEI R E R —im A EURE N0 ERR Bk | BRI TR | (EX LW
RERBUEREEER MR P (EH
FEERER S —RmXEZEEETRIBENNL |, BIHTHEER
1.2.2 MZBERZEREAR
EFA VPN HITHEERERNE , SMINE. HENE. HRRIETUEN
REBIEERNR M |
01 BIAIEERF
VPN RX3FEN VPN BB FRHITEMIALE  (RIEBEANNBFREEEEAF.
02 ZEMZER
RSB INE R AREN , BHMAEEWEIRGT T | BLiXIRE,
AR L RIESUENNESYE  SEREIXNTRINERA |, FIHENRINZRA,
03. HiEIiEfERE
T EIRGIERARIER AT B AR TIeE |, PHIEEEREN.
AE VPN BRESMINE. #ENE. SUERIEXBIMNFRAD

FS  VPN#R St iAiE #5478 n 8 158 i &HiE
=3 BTN e
o1 GRE —— *iE TSR IPseciEA
E A XTI, 1 Fi FBIPsec i 2 12 hn 2 #7361 45 1
5 S IPsec{E A
02 L2TP T
ETFPPPRIchap pap eapiliE 7l FBIPsechEHE N & /38 E 45
. " STHF P SRR 90 S B IAE
03 Psec i =" FIFIKEV2HEAPIAIE
04 SSL S35 X RIEAP &/ BB WEHIAE
05 MPLS T ES-X5 —RIETEETANVPNE TRE

1.3 M ETFIRFE
1.3.1 FEF=R S RNA

01 PPTP VPN



XS RBFE Y ( PPTP ) BB 3com ERTEMK PPTP I8IRFF
RE—Fh 3T BB MY ;

BTSSR PPP Y , (£ PAP 2% CHAP ZXMMEEL , SEEH
Microsoft B RX RINZ&X MPPE,

{5/ PPTP VPN R AMHBET , TEE windows ik IR R EEE FIHIK
%, BUABSIS PPTP VPN 1R SIERTNRE.

BAAR : EanENEVAPESEICWRBHTDAENRA,

FHEERE - pptp vpn

02 IPsec VPN

IPSec BFBEER B3, IASHIENENIR. BERKRAKIESRE 5
i ) EHRNEIESNER ;

B SHIRREMESERN  EME LHFITERNASLERNRRHES
HUE ( LARIRWBRSRIIBR )

SRR : DU FRFEEE S ATEHSA IDCHBZAERN VPN REHREE
&

FHIRERH : openswan

03 SSL VPN

SSL VPN 2 THIBFAE M. IRaRIE. (SETBUHESEN

SSLMFRIA , R EE— N ARFEIUEZENLZ M AVERR
1THTS, http+ssl == https

BAGR : GRS EBNAFIRSERSEBSLI VPN NE ke EiER:

FFREE: : openvpn



1.3.2 JRIEF= M TAEJR
openvpn T{ERE--FEIE 8—TEMTA

o FEXXIRIHELZ2EHN=2FR HENEE QUEEE Bh

TAUE

o HEZEMPINZERANBIN ;

- TEERTEBHESAOEIRAE ;
1.4 BT AMKRE
1.4.1 BUEAMSIHEERNY
EEBEIE openvpn EINEAMER] , FEEFTHFERRIEEIRNG :

Fs EMBM

01 vpnserver
02 vpnclient
03 webserver

Hahik 32U (5H ) bR (AR) AU

192.168.30.101/24 172.16.30.101/24 centos 7.9
192.168.830.1/24 window 10
N/A 172.16.30.102/24 centos 7.9

1.4.2 BERGEMIILAECE
01 ZZ A selinux L FZME00 1587

1
2
3
4
5.
6
7
8
9

10.
11.
12.
13.
14.
15.

# IRAT <] selinux SR
[root@oldboy ~]# setenforce ©

[root@oldboy ~]# getenforce

Permissive

# KA selinux 5%
[root@oldboy ~]# cat /etc/selinux/config

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

#

enforcing - SELinux security policy is enforced.
-- FR selinux &4 K D) RE 28 FPIR A
permissive - SELinux prints warnings instead of enforcing.
-- Fn selinux AR A2 R EEEE, Aol reaib®
disabled - No SELinux policy is loaded.
-- FIn selinux ARG THEEMI K AE



16.
17.

18.

SELINUX=enforcing

[root@oldboy ~]# sed -

i '7s#enforcingttidisabled#g' /etc/selinux/config
[root@oldboy ~]# reboot

02 ZERIABTK GRS E 1L iR 85

1
2
3
4.
5
6

1e.
11.
12.

13.
14.
15.
16.
17.

# IRy 5GP 9 K 4
[root@oldboy ~]# systemctl stop firewalld.service

# K AR K

[root@oldboy ~]# systemctl disable firewalld.service
Removed symlink /etc/systemd/system/multi-
user.target.wants/firewalld.service.

Removed symlink /etc/systemd/system/dbus-

org.fedoraproject.FirewallDl.service.

# BERCEEEIA

[root@oldboy ~]# systemctl status firewalld

firewalld.service - firewalld - dynamic firewall daemon

Loaded: loaded (/usr/lib/systemd/system/firewalld.service; disabled;
vendor preset: enabled)

Active: inactive (dead)

[root@oldboy ~]# systemctl is-active firewalld.service

unknown

[root@oldboy ~]# systemctl is-enabled firewalld.service

disabled

03 ZRUHER FEAALTE

1.
Zc

# WCE B VR L
[root@oldboy ~]# curl -s -o /etc/yum.repos.d/CentOS-

Base.repo https://mirrors.aliyun.com/repo/Centos-7.repo

# MEE=T7 epel JF 5 FHriihl:
[root@oldboy ~]# curl -s -
o /etc/yum.repos.d/epel.repo http://mirrors.aliyun.com/repo/epel-

7.repo

04 ZFRBUHEMHESF FTHZE

1.
2.

3.
4.

# Ab NI FEA TR R .
[root@oldboy ~]# yum install -

y tree nmap lrzsz dos2unix nc lsof wget -y

# AV MY THRAEY:



5. [root@oldboy ~]# yum install -y psmisc net-tools bash-

completion vim-enhanced git -y

1. 4.3 R A AR 5 1R

RIEZBIAY openvpn B¢ TERIRHE , EHEEAEARMBRSZH , B
B TIRFE T SR |
IEBSAHIEISRE | BEEMEF easy-rsa-old.zip TEBTHIEES,

%U{’EEE:BIE\-—F:& Mlhttps://github.com/OpenVPN/easy-rsa-old

BIEBHETR LERENS

1. # HAEEBHIETR

2. [root@xiaoQ ~]# rz -y

3. [root@xiaoQ ~]# 11 easy-rsa-old-master.zip

4. -rw-r--r--. 1 root root 59661 6 J] 21 03:56 easy-rsa-old-master.zip

5.

6. # fREUETSHIE T H S50

7. [root@xiaoQ ~]# unzip easy-rsa-old-master.zip

8.

9. # WHEUEFHIELRGHER

10. [root@xiaoQ ~]# cd easy-rsa-old-master/easy-rsa/2.0/

11. [root@xiaoQ 2.0]# 1ls

12. build-ca build-key build-key-server clean-
all openssl-0.9.6.cnf pkitool vars

13. build-dh build-key-pass build-req inherit-
inter openssl-0.9.8.cnf revoke-full whichopensslcnf

14. build-inter build-key-pkcsl2 build-reqg-pass list-

crl openssl-1.0.0.cnf  sign-req

WS vars Xt , IEEUERRIZNEENHESHER
# AL ORI B S MO

1

2. [root@xiaoQ 2.0]# vim vars

3 67 export KEY_COUNTRY="cn"

4 68 export KEY_PROVINCE="beijing"
5. 69 export KEY_CITY="beijing"

6 70 export KEY_ORG="oldboy"

7 71 export KEY_EMAIL="test@qq.com"
8 72 export KEY_CN=xiaoq

9 73 export KEY_NAME=xiaoq

10. 74 export KEY_OU=xiaoq

11. 75 export PKCS11_MODULE_PATH=changeme



12.
13.
14.
15.
16.
17.

18.
19.
20.
21.
22.
23.

76 export PKCS11_PIN=1234
-- DA EAE BRI E R S 45 B

# IR EXMHESSHER

[root@xiaoQ 2.0]# source vars

NOTE: If you run ./clean-all, I will be doing a rm -rf on /root/easy-
rsa-old-master/easy-rsa/2.0/keys

-- $47./clean-all &7E H Al keys HE, £ THTAABGER CHE R
[root@xiaoQ 2.0]# ./clean-all

[root@xiaoQ 2.0]# 1s

.o AREEER. ..

keys

- - B HS R A R T O E B A AL S R

ERRIEB I FIFARB N ER -

1.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.

[root@xiaoQ 2.0]# ./build-ca
Generating a 4096 bit RSA private key

.

You are about to be asked to enter information that will be incorpora

ted

into your certificate request.

What you are about to enter is what is called a Distinguished Name or
a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [cn]:

State or Province Name (full name) [beijing]:

Locality Name (eg, city) [beijing]:

Organization Name (eg, company) [oldboy]:

Organizational Unit Name (eg, section) [xiaoq]:

Common Name (eg, your name or your server's hostname) [xiaoq]:

Name [xiaoq]:

Email Address [test@qq.com]:

-- BRI ZEERAE, AT AERE- B SR B

[root@xiaoQ 2.0]# 11 keys/

SHE 12
-rw-r--r--. 1 root root 2346 6 H 21 04:14 ca.crt -- RiFP

SPW----- - . 1 root root 3272 6 H 21 04:14 ca.key -- F#]



E RS MIE BB ER

1. [root@xiaoQ 2.0]# ./build-key-server server

2. Generating a 4096 bit RSA private key

e
................................................... ++

6do  ©000000000000000000000000060000000000000000000000000000000000000000000

7. You are about to be asked to enter information that will be incorpora
ted

8. into your certificate request.

9. What you are about to enter is what is called a Distinguished Name or

a DN.

10. There are quite a few fields but you can leave some blank

11. For some fields there will be a default value,

12. If you enter '.', the field will be left blank.

13, -----

14. Country Name (2 letter code) [cn]:

15. State or Province Name (full name) [beijing]:

16. Locality Name (eg, city) [beijing]:

17. Organization Name (eg, company) [oldboy]:

18. Organizational Unit Name (eg, section) [xiaoq]:

19. Common Name (eg, your name or your server's hostname) [server]:

20. Name [xiaoq]:

21. Email Address [test@qq.com]:

2% ¢

23. Please enter the following 'extra' attributes

24. to be sent with your certificate request

25. A challenge password []:

26. An optional company name []:

27. Using configuration from /root/easy-rsa-old-master/easy-
rsa/2.0/openssl-1.0.0.cnf

28. Check that the request matches the signature

29. Signature ok

30. The Subject's Distinguished Name is as follows

31. countryName :PRINTABLE: 'cn’

32. stateOrProvinceName :PRINTABLE: 'beijing"’
33. localityName :PRINTABLE: 'beijing"’
34. organizationName :PRINTABLE: 'oldboy"

35. organizationalUnitName:PRINTABLE: 'xiaoq"
36. commonName :PRINTABLE: 'server'

37. name :PRINTABLE: 'xiaoq"'



38.
39.

40.
41.
42.
43.
44,
45.
46.
47.
48.
49.

50.

51.

52.
53.

54.

55.
56.
57.

58.
59.

60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.

emailAddress :IASSTRING: 'test@qq.com'

Certificate is to be certified until Jun 17 20:19:13 2032 GMT (3650 d
ays)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated

-- —HREERE, RERMAPIT Y, HTPERSIE R AR SCE S
[root@xiaoQ 2.0]# 11 keys/

-rw-r--r--. 1 root root 8090 6] 21 04:19 server.crt -- RFUHIE
+i

-rw-r--r--. 1 root root 1752 6 21 04:19 server.csr  -- R&uAIHK
IEF A

-PW------- . 1 root root 3272 6 § 21 04:19 server.key -- [R&IHAE

A [root@xiaoQ 2.0]# ./build-key-server server
Generating a 4096 bit RSA private key

You are about to be asked to enter information that will be incorpora

ted

into your certificate request.

What you are about to enter is what is called a Distinguished Name or
a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [cn]:

State or Province Name (full name) [beijing]:

Locality Name (eg, city) [beijing]:

Organization Name (eg, company) [oldboy]:

Organizational Unit Name (eg, section) [xiaoq]:

Common Name (eg, your name or your server's hostname) [server]:

Name [xiaoq]:

Email Address [test@qq.com]:

Please enter the following 'extra' attributes



74. to be sent with your certificate request

75. A challenge password []:

76. An optional company name []:

77. Using configuration from /root/easy-rsa-old-master/easy-
rsa/2.0/openssl-1.0.0.cnf

78. Check that the request matches the signature

79. Signature ok

80. The Subject's Distinguished Name is as follows

81. countryName :PRINTABLE: 'cn’

82. stateOrProvinceName :PRINTABLE: 'beijing"’
83. localityName :PRINTABLE: 'beijing"’
84. organizationName :PRINTABLE: 'oldboy"

85. organizationalUnitName:PRINTABLE: 'xiaoq"

86. commonName :PRINTABLE: 'server'

87. name :PRINTABLE: 'xiaoq"

88. emailAddress :IASSTRING: 'test@qq.com’

89. Certificate is to be certified until Jun 17 20:19:13 2032 GMT (3650 d
ays)

90. Sign the certificate? [y/n]:y

91.

92.

93. 1 out of 1 certificate requests certified, commit? [y/n]y
94. Write out database with 1 new entries
95. Data Base Updated

96. -- —EKEIFEIAE, BEMABAy, B TR mE AR SCHE B

97.

98. [root@xiaoQ 2.0]# 11 keys/

99. -rw-r--r--. 1 root root 8090 6 )} 21 @4:19 server.crt -- HRZIHIE
B

100. -rw-r--r--. 1 root root 1752 6 4 21 04:19 server.csr  -- JR&UiiH
SRAUEF SR

101. -rw------- . 1 root root 3272 6 21 04:19 server.key -- JRZuAA

0 [ root@xiaoQ 2.0]# ./build-ca

102. Generating a 4096 bit RSA private key

103. .

2o  600000000000000000000000000000000 ++

105. writing new private key to 'ca.key’

106. ----i-

107. You are about to be asked to enter information that will be incorp
orated

108. into your certificate request.

109. What you are about to enter is what is called a Distinguished Name
or a DN.

110. There are quite a few fields but you can leave some blank



111. For some fields there will be a default value,
112. If you enter '.', the field will be left blank.
113, -----

114. Country Name (2 letter code) [cn]:

115. State or Province Name (full name) [beijing]:
116. Locality Name (eg, city) [beijing]:

117. Organization Name (eg, company) [oldboy]:

118. Organizational Unit Name (eg, section) [xiaoq]:
119. Common Name (eg, your name or your server's hostname) [xiaoq]:
120. Name [xiaoq]:

121. Email Address [test@qq.com]:

122, -- —BREIEHAE, AT EREBMRAAHER

123.

124. [root@xiaoQ 2.0]# 11 keys/

125. HHE 12

126. -rw-r--r--. 1 root root 2346 6 H 21 04:14 ca.crt -- RIEP

127.  -PW------- . 1 root root 3272 6 H 21 04:14 ca.key -- FAEH

EYNNES > N = .

imIE R ER -

1. [root@xiaoQ 2.0]# ./build-key client

2. Generating a 4096 bit RSA private key

3 ittt et c ettt ettt eetee ettt es ettt teteanes ++

/A 5000000000000 00003003000000000000000000000000000000000000060030000000

7. You are about to be asked to enter information that will be incorpora
ted

8. 1into your certificate request.

9. What you are about to enter is what is called a Distinguished Name or
a DN.

10. There are quite a few fields but you can leave some blank

11. For some fields there will be a default value,

12. If you enter '.', the field will be left blank.

13, -----

14. Country Name (2 letter code) [cn]:

15. State or Province Name (full name) [beijing]:

16. Locality Name (eg, city) [beijing]:

17. Organization Name (eg, company) [oldboy]:

18. Organizational Unit Name (eg, section) [xiaoq]:

19. Common Name (eg, your name or your server's hostname) [client]:

20. Name [xiaoq]:



21. Email Address [test@qq.com]:

22.

23. Please enter the following 'extra' attributes

24. to be sent with your certificate request

25. A challenge password []:

26. An optional company name []:

27. Using configuration from /root/easy-rsa-old-master/easy-
rsa/2.0/openssl-1.0.0.cnf

28. Check that the request matches the signature

29. Signature ok

30. The Subject's Distinguished Name is as follows

31. countryName :PRINTABLE: 'cn’

32. stateOrProvinceName :PRINTABLE: 'beijing"’

33. localityName :PRINTABLE: 'beijing"’

34. organizationName :PRINTABLE: 'oldboy"

35. organizationalUnitName:PRINTABLE: 'xiaoq"

36. commonName :PRINTABLE: 'client’

37. name :PRINTABLE: 'xiaoq"

38. emailAddress :IASSTRING: 'test@qq.com’

39. Certificate is to be certified until Jun 17 20:23:35 2032 GMT (3650 d
ays)

40. Sign the certificate? [y/n]:y

41.

42.

43. 1 out of 1 certificate requests certified, commit? [y/n]y
44. Write out database with 1 new entries
45. Data Base Updated

46. -- —EREIERRAE, BIEMAMNA Y, AT P EIESAMFRAICHE B

47.

48. [root@xiaoQ 2.0]# 11 keys/

49. -rw-r--r--. 1 root root 7972 6 H 21 @4:23 client.crt -- &4kt

50. -rw-r--r--. 1 root root 1752 6 H 21 04:23 client.csr -- Z&/JUGiEKIE
H At

51. -PrW------- . 1 root root 3272 6 21 04:23 client.key -- &J'infA%H

ERTRZ R AER

1. [root@xiaoQ 2.0]# ./build-dh
2. Generating DH parameters, 2048 bit long safe prime, generator 2

3. This is going to take a long time

4o 5000000000000000060006600000000GG00000000

5. -- ATPEMPSHIHE R

6.

7. [root@xiaoQ 2.0]# 11 keys/

8. -rw-r--r--. 1 root root 424 6 21 04:27 dh2048.pem



1.4.4 BRI ERHMERSEE
ERELEENERNEIRSE , ZEX openvpn [REZECE X HHITIES0RE

B -
iE

—Fg_ﬁz\zi-"% openvpn HE%*%}?@, [ root@xiaoQ ~]# yum install -y openvpn

RE &M openvpn RSBECE I :

# B AE openvpn RS INERIEF A H 3
[root@xiaoQ ~]# cd /etc/openvpn/
[root@xiaoQ openvpn]# mkdir keys

# R AR IE TS SRR B AT #5 DT R

[root@xiaoQ openvpn]# cp /root/easy-rsa-old-master/easy-

Qo v A W N R

rsa/2.0/keys/server.crt ./keys/

7. [root@xiaoQ openvpn]# cp /root/easy-rsa-old-master/easy-
rsa/2.0/keys/server.key ./keys/

8. [root@xiaoQ openvpn]# cp /root/easy-rsa-old-master/easy-
rsa/2.09/keys/ca.crt ./keys/

9. [root@xiaoQ openvpn]# cp /root/easy-rsa-old-master/easy-
rsa/2.0/keys/dh2048.pem ./keys/

10.

11. # KEMVGZEE TR R

12. [root@xiaoQ openvpn]# 11 ./keys/

13. BHIE 20

14. -rw-r--r--. 1 root root 2346 6 H 21 04:38 ca.crt

15. -rw-r--r--. 1 root root 424 6J] 21 04:38 dh2048.pem

16. -rw-r--r--. 1 root root 8090 6 H 21 04:38 server.crt

17. -rw------- . 1 root root 3272 6 f] 21 04:38 server.key

18.

19. # %1 openvpn I 45 HAR it B SO

20. [root@xiaoQ openvpnl# cp /usr/share/doc/openvpn-2.4.12/sample/sample-
config-files/server.conf ./

21. [root@xiaoQ openvpnl# 11 server.conf

22. -rw-r--r--. 1 root root 10784 6 H 21 @4:41 server.conf

23.

24. # %5 openvpn RSB L B S0

25. [root@xiaoQ openvpn]# vim server.conf



26.
27.
28.
29.
30.
31.
32.
33.
34.
35.

36.
37.
38.
39.
40.

78 ca keys/ca.crt

79 cert keys/server.crt

80 key keys/server.key # This file should be kept secret
85 dh keys/dh2048.pem

-- B BN HUE S AR AR R

101 server 10.0.1.0 255.255.255.0

-- B vpn RTEEERING, SERIREEE R BUE B

143 push "route 10.0.1.0 255.255.255.0"

144 push "route 172.16.30.0 255.255.255.0"

- FOREEMIS BHEE, WUAHE SRR B R, L BN & B
¥

- - RS AAR LA J2 vpn FETEFA R G Sl

246 tls-auth keys/ta.key ©

- - RNTELE RS T

254 cipher AES-256-GCM

- - RN EBIRARIIINER R, N 2.4 RARZ EAREEH cBC BT, FRESCH
GCM

RE TS openvpn [RFBIEHEL :

1.

4.

£ openvpn

N o0 1 A WwWN R

[root@xiaoQ openvpn]# echo "net.ipv4.ip_forward = 1" >>/etc/sysctl.co
nf

[root@xiaoQ openvpn]# sysctl -p

net.ipv4.ip_forward = 1

-~ UL vpn RS R SO TIRE, HEATEOR OB IR
MRS imEEL ta.key XM , TERTHEBIRSWEHIERX MG

[root@xiaoQ openvpn]# cd keys/

[root@xiaoQ keys]# pwd

/etc/openvpn/keys

[root@xiaoQ keys]# openvpn --genkey --secret ta.key
[root@xiaoQ keys]# ls

ta.key

-~ AR SO A F A2 N B openvpn RSS2 A

[B&0iE1T openvpn [RBERF :

i A W N B

[root@xiaoQ openvpn]# pwd

/etc/openvpn

[root@xiaoQ openvpn]# openvpn --daemon --config server.conf

[root@xiaoQ openvpn]# netstat -lntup | grep 1194

udp 0 0 0.0.0.0:1194 0.0.0.0:%*
2238/openvpn

1.4.5 B EAMNKEFELE

TESEE openvpn ZEFIRTEFEE MY



w

0 N o v b

10.

# QU o SCHHE BRI H R, IR P i AT #5 DUT R
[root@xiaoQ ~]# mkdir client
[root@xiaoQ ~]# cp /usr/share/doc/openvpn-2.4.12/sample/sample-

config-files/client.conf /root/client/

# 9’5 %) e B OCIHE B

[root@xiaoQ ~]# vim client/client.conf

44 remote 192.168.30.101 1194

- RNWEE P TR vpn RS EALIERE, WEN vpn IRSSER SN A R
HERIAR 453 11 1194 15 2

116 cipher AES-256-GCM

-- FoREBHIEERIINERR, M 2.4 RAZ EAREMEH cBC BT, FHEICH
GCM

SHRTF openvpn BEFIHIEBHERH :

O 00 N O U

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

# LR DURHES P SRS SO

[root@xiaoQ ~]# cp easy-rsa-old-master/easy-
rsa/2.0/keys/client.key /root/client/

[root@xiaoQ ~]# cp easy-rsa-old-master/easy-
rsa/2.09/keys/client.crt /root/client/

[root@xiaoQ ~]# cp easy-rsa-old-master/easy-
rsa/2.0/keys/ca.crt /root/client/

[root@xiaoQ ~]# cp /etc/openvpn/keys/ta.key /root/client/

# AN RS S

[root@xiaoQ ~]# 11 /root/client/

R 24

-rw-r--r--. 1 root root 2346 6 H 21 ©5:17 ca.crt
-rw-r--r--. 1 root root 3613 6 5§ 21 @5:15 client.conf
-rw-r--r--. 1 root root 7972 6 H 21 ©5:17 client.crt
-PW------- . 1 root root 3272 6 ] 21 ©5:17 client.key
-PW------- . 1 root root 636 6 21 ©5:17 ta.key

# BRSO R R A PR

[root@xiaoQ ~]# cd /root/client/

[root@xiaoQ client]# mv client.conf client.ovpn
[root@xiaoQ client]# 11 client.ovpn

-rw-r--r--. 1 root root 3613 6 21 ©5:15 client.ovpn

BFTE openvpn ZFimfrE R XA EIETT B H T ERE

1
2
3.
4

[root@xiaoQ ~]# pwd
/root
[root@xiaoQ ~]# zip client.zip client/*

adding: client/ (stored 0%)



5. [root@xiaoQ ~]# 11 client.zip
6. -rw-r--r--. 1 root root 164 6 A

21 ©05:21 client.zip

7. [root@xiaoQ ~]# sz -y client.zip

1.4.6 BUEAMKERRE

£ windows 10 RF L% % openvpn REEFiRIKIERER -

BRI T it

HATRHERNA L =TE

https://openvpn.net/community-downloads/|

OpenVPN 2.4.12-1601-Win10 Setup - X

Welcome to the OpenVPN
2.4.12-1601-Win10 Setup Wizard

This wizard will guide you through the installation of
OpenVPN , an Open Source VPN package by James Yonan.

Note that the Windows version of OpenVPN will only run on
Windows Vista, or higher,

OpenVPN 2.4.12-1601-Win10 Setup -
License Agreement
Please review the license terms before instaling OpenVPN
2.4.12-1601-Win 10,

Press Page Down to see the rest of the agreement.

PpenVPN (TM) — An Open Source VPN daemon ~
(Copyright (C) 2002-2018 OpenVPN Inc <sales@openvpn.net>

This distribution contains multiple components, some

lof which fall under different licenses. By using OpenVPN
lor any of the bundled components enumerated below, you
agree to be bound by the conditions of the license for
jeach respective component.

OpenVPN trademark v

1f you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install OpenVPN 2.4.12-1601-Win10.

Next > Cancel < Back Cancel
OpenVPN 2.4.12-1601-Win10 Setup - ) 4
Choose Components Choose Install Location
Choose which features of OpenVPN 2.4, 12-1601-Win 10 you want Choose the folder in which to install OpenVPN
to install. 2.4.12-1601-Win10.

Select the components to installjupgrade. Stop any OpenVPN processes or the OpenVPN
service if itis running. All DLLs are installed locally.

Eemer i n s
¥] CpenVPN Service
AP Virtual Ethernet Adapter
[#] OpenveN GUI
[| EasyRSA 2 Certificate Management Scripts
; Advanced

Description
Space required: 16.2MB

<o Cance

Setup will install OpenVPN 2.4, 12-1601-Win 10 in the following folder. To install in a different
folder, dick Browse and select another folder. Click Install to start the installation.

Destination Folder

C:\Program Files\OpenVPN Browse...

Space required: 16.2M8
Space available: 27.2GB

< Back Install Cancel

OpenVPN 2.4.12-1601-Win10 Setup -

Installing
Please wait while OpenVPN 2.4, 12-1601-Win 10 is being installed.

Stopping OpenVPN services...

Caching service states
Stopping OpenVPN services...

OpenVPN 2.4.12-1601-Win10 Setup -

Completing the OpenVPN
2.4.12-1601-Win10 Setup Wizard

OpenVPN 2.4.12-1601-Win 10 has been installed on your
computer.

Click Finish to dose this wizard.

[ show Readme
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EITEMEFRRERER A2 THNERIREXIEBSEEXHSA
AEFmRERERT

&« v N > [WEERE » FHIELEE (C) » Program Files » OpenVPM » config
==t en=h ESidl Fih
s BuEAE
m=E P Fl cacert 2022/8/21 517 f==anaH] 3KB
; = » 5 clientert 2022/6/21 5:17 f=eaa-] 8 KB
. [ clientkey 2022/6/21 5:17 KEY 3215 4 KB
& 3= * () client.ovpn 2022/6/21 5:15 OpenVPN Confi... 4 KB
= B # | E README.xt 2022/6/21 5:34 AR 1KB
[HOFHHE] -5 | ] takey 2022/6/21 5:17 KEY i 1KB
master
MouseWithoutBol
FliE=S-1258

ENEFIREFRETHESRENRESE

(1) OpenVPN - & ot

B KB =BROxT

BB

Ttk | C:\Program Files\OpenVPN\config | =1
if B

B

it |E:\L|5ers\admin\0pen‘u"F‘N‘dug

B4
FRE A 42T
AR [30 |
R P AT 4B i 10|

Management interface

Port offset:

Config menu view

@) Auto () Flat () Nested
Echo message display
(®) Auto () Mever

Repeated messages are muted for: hours




FExER  EITEFEMIERE

@ CpenVPN =2 (client) — O >
SERE EEs
Tue Jun 21 06:19:55 2022 OPTIOMNS IMPORT: data channel crypto options modified ~

Tue Jun 21 06:15:55 2022 Outgoing Data Channel: Cipher "AES-256-GCM inttialized with 256 bit key

Tue Jun 21 06:19:55 2022 Incoming Data Channel: Cipher "AES-256-GCM" inttialized with 256 bit key

Tue Jun 21 06:19:55 2022 interactive service msg_channel=784

Tue Jun 21 06:19:55 2022 ROUTE_GATEWAY 152.168.0.1/255.255.255.0 |=10 HWADDR=3819:d3:15.7
Tue Jun 21 06:15:55 2022 open_tun

Tue Jun 21 06:1%:56 2022 TAP-WIN32 device [ HIZE$E] opened: '\ \Global'{8D432B04-DFCD-4ADC-B
Tue Jun 27 06:19:56 2022 TAP-Windows Driver Version 9.24

Tue Jun 21 06:19:56 2022 Notified TAP-Windows driverto set a DHCP IP/netmask of 10.0.1.6/255.255.25
Tue Jun 21 06:1%:56 2022 Successful ARP Flush on interface [42] {6D482BD4-DFCD-4ADC-B2DE-DEFAR
Tue Jun 21 06:19:56 2022 MANAGEMENT: =5STATE: 16557635596 ASSIGMN_IP,10.0.16....

= 5189 (5.1 KiB) =1E=T1: 5582 (5.5 KiB) OpenVPN GUI 11.28.0.0/2.4.12

i £ EihEis kS

1.4.7 BAE M ENR

KREBEMNEANEEFinENEB LR 7TEZ VPN BFERMHIHER :

1. C:\windows\system32>ipconfig

2. RFNEECAE ANHLERE:

3 HERFE M DNS JE4R .

4. AHuEER: TPve Hihk. . . . . . . . : fe80::5037:b117:fdb5:894%42
5 IPv4 bk . . . . . . .. . . . . :10.0.1.6

6 TR . . . . . . . . . . . . : 255.255.255.252

7 BRIA G

BERNETRANEERHENEREBEERER

1. C:\windows\system32>route print
2. 172.16.30.0 255.255.255.0 10.0.1.5 10.0.1.6 281

T R R AE S R

# A VPN IR S5 R e O D& 1l
C:\windows\system32>ping 172.16.30.101

1IEfE Ping 172.16.30.101 HA 32 FIHIEHE:

KH 172.16.30.101 MIEE: Fi=32 Wf[El<ims TTL=64
KH 172.16.30.101 MIEE: Fi=32 If[al=1ms TTL=64

a v A W N R



7. 4 DALk A I AL 2R

8. C:\windows\system32>ping 172.16.30.102

9.

10. IEfE Ping 172.16.30.102 Af 32 FHI%EE:
11. FEREN .

12. FERER .

13. FHREN .

EEURZAMNENSREENLEERFR
# 7R IR

route add default gw 172.16.30.101

# R ERE T KRS NAT B AL
iptables -t nat -A POSTROUTING -s 10.0.1.0/24 -j MASQUERADE

v h W N R



